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BACKGROUND 
 

According to Martin Schwab, chairman of the World Economic Forum (WEF), the 4th 

Industrial Revolution (IR 4.0 or Industry 4.0) has already impacted and will continue to 

impact how we live, work, and interact. The novelty compared to the 3rd Industrial 

revolution is that we are moving from a physical world towards a virtual world, 

characterised by the current trend of automated data exchange in manufacturing 

technologies, which includes cyber-physical systems (CPS), the Internet of things 

(IoT) and cloud computing, to name a few. IR 4.0 is a state where machinery is 

interconnected with the internet, resulting in interlinking of products/ services and 

information. This state is also characterised by a significant increase in the speed of 

data transmission and unlimited storage opportunities (Spoettl, 2018). This has major 

implications for the workplace and for employees, specifically in the form of more 

flexible production systems. As human intervention becomes unnecessary at various 

stages of the production or service chain, there arises a need for skilled workers.  

 

Based on the 4th High Officials Meeting on SEA-TVET in Manila, Philippines, TVET 

leaders from Southeast Asia agreed to conduct a study of the current status of both 

industry and TVET Institutions. In response, SEAMEO VOCTECH has taken the 

initiative as the principal investigator and coordinator of this inter-centre collaboration 

project, together with the support of the researchers from 9 SEAMEO member 

countries and partners.  
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SMART EDUCATION READINESS INDEX (SERI) FRAMEWORK 
 

The SERI Framework encompasses three core Blocks of Industry 4.0: Process, 

Technology, and Organisation, as illustrated below. These foundational Blocks are 

supported by eight Pillars and 19 Dimensions designed to assess the readiness of 

educational institutions in embracing Industry 4.0 and preparing their graduates for the 

associated challenges. The Pillars under Process include Curriculum, Stakeholder 

engagement, and Teaching and learning; the Pillars under Technology encompass 

Infrastructure, Intelligence, and Connectivity; and the Pillars under Organisation cover 

Structure and management, as well as Talent readiness. Each pillar contains several 

dimensions, which will be evaluated using an Assessment Matrix developed by the 

SEAMEO VOCTECH research team. The Smart Education Readiness Index (SERI) 

framework is derived from the SIRI framework (SEDB, 2020). While the SIRI 

framework is intended to assess the preparedness of the industry, the SERI framework 

has been adapted to fit the educational context, allowing for its application in 

evaluating the readiness of various educational institutions. Referencing the 19 

dimensions in the SERI Framework, the Assessment Matrix serves as a tool aimed at 

helping educational institutions evaluate their current state of readiness for Industry 

4.0. Tables 1 to 19 present the curated Assessment Matrix, consisting of bands, 

definitions, and descriptions that can be used by respondents. Each dimension is 

defined and described according to the level of adoption, ranging from the lowest level 

(band 0) to the highest level (band 4). 
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To ensure accuracy in the responses, it is recommended that personnel with the most 

knowledge about their specific division or operation respond to each section. For 

instance, the Process section should be completed by curriculum developers and/or 

the head of the program, the Technology section by IT specialists, and the 

Organisation section by HR personnel. Additionally, the status of other relevant 

facilities within the faculty, department, or institution, such as laboratory facilities and 

libraries, should be considered in the responses. It is highly encouraged for experts 

from the identified departments to hold a discussion to collaboratively complete the 

survey questionnaire. Institutions may form a team or taskforce to ensure responses 

are accurate and comprehensive, thereby fostering awareness and understanding of 

the institution’s readiness for IR 4.0.  

 

To optimally utilise the SERI framework, we recommend the following: 

 

1. Participation in the Study: TVET institutions or higher education institutions are 

encouraged to participate in this study to assess their readiness for IR 4.0 and 

develop a roadmap for furthering IR 4.0 adoption. We advise institutions to 

create a team or taskforce to ensure accurate and comprehensive survey 

completion. 

2. Complementary Focus Group Discussions (FGDs): FGDs may be used to 

complement the survey, offering different perspectives from industry players 

and TVET institutions’ representatives. 

3. Continual Self-Assessment: TVET institutions can treat the survey as a self-

assessment tool to be used annually or biennially. The findings can serve as 

input for developing a roadmap that reflects a journey toward IR 4.0, using the 

existing condition as a starting point to progress to the next level by referring to 

the definitions and descriptions of each dimension. 

4. Action/ Improvement Plan: Develop an action or improvement plan based on 

the roadmap, including timelines (e.g., six months or one year) and specific 

activities aimed at improving the status to the next levels
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SECTION PROCESS 

 
 
TABLE 1 
 
BLOCK - PROCESS 
PILLAR - CURRICULUM 
DIMENSION - TRANSVERSAL SKILLS  
 
Transversal skills are those typically considered as not specifically related to a particular job, task, academic 
discipline or area of knowledge but as skills that can be used in a wide variety of situations and work settings 
(IBE, 2013).  
 

 Band Definition Description 

0 Conventional Use existing curriculum  Curriculum content without IR 4.0 

1 Early adopter 
Early stage adopting IR 4.0 
Curriculum  Curriculum content has a few components of IR 4.0  

2 Learner 
Moderate usage with IR 4.0 
Curriculum  Curriculum content adopts basic components of IR 4.0  

3 Experienced 
Almost every time expose/ 
use IR 4.0 Curriculum  

Curriculum content incorporates a majority of 
components of IR 4.0 in the context related to the area 
of specialisation 

4 Exemplary 
Transformative use of IR 4.0 
Curriculum  

Curriculum content incorporates all components of IR 
4.0 in the context related to the area of specialisation 
and the Referral Centre of IR 4.0 curriculum   

 
Please refer to the descriptors in Table 1 to answer Question 1.  
 
 
1. My institution has embedded the following transversal skills in the IR 4.0 curriculum:  

 

 Conventional Early adopter Learner Experienced Exemplary 

Complex problem solving ◯ ◯ ◯ ◯ ◯ 

Social skills ◯ ◯ ◯ ◯ ◯ 

Process skills ◯ ◯ ◯ ◯ ◯ 

Cognitive abilities ◯ ◯ ◯ ◯ ◯ 

People management skills ◯ ◯ ◯ ◯ ◯ 

Content skills ◯ ◯ ◯ ◯ ◯ 

Digital skills ◯ ◯ ◯ ◯ ◯ 

Entrepreneurial skills  ◯ ◯ ◯ ◯ ◯ 
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TABLE 2 
 
BLOCK - PROCESS 
PILLAR - CURRICULUM 
DIMENSION - SPECIALISED SKILLS  
 
Specialised skills include the specific “know-how” needed for a fulfilling and meaningful life and decent 
employment which learners acquire often as a result of their participation in post-basic education, including 
through TVET or after-school activities. These skills may relate to a specific job, task, academic discipline (e.g. 
teacher, geographer, medical doctor or journalist) or area of particular knowledge and skills (e.g. hobby). 
(UNESCO Bangkok, 2014).  
 

 Band Definition Description 

0 Conventional Use existing curriculum  Curriculum content without IR 4.0 

1 Early adopter 
Early stage adopting IR 4.0 
Curriculum  Curriculum content only has a few components of IR 4.0  

2 Learner 
Moderate usage with IR 4.0 
Curriculum  Curriculum content adopts basic components of IR 4.0  

3 Experienced 
Almost every time 
exposed to/use IR 4.0 
Curriculum 

Curriculum content incorporates a majority of 
components of IR 4.0  

4 Exemplary 
Transformative use of IR 4.0 
Curriculum  

Curriculum content incorporates all components of IR 
4.0 and the Referral Centre of IR 4.0 curriculum  

 
Please use the descriptors in Table 2 above to answer Question 2.  
 
2. My institution has adopted the following technology in the IR 4.0 curriculum:  

 

 Not 
applicable Conventional Early adopter Learner Experienced Exemplary 

Big Data  ◯ ◯ ◯ ◯ ◯ ◯ 

Autonomous 
Robotics   ◯ ◯ ◯ ◯ ◯ ◯ 

Simulations  
(E.g.: Augmented 
Reality/Virtual 
Reality) 

◯ ◯ ◯ ◯ ◯ ◯ 

Artificial 
Intelligence (AI) & 
Machine Learning 

◯ ◯ ◯ ◯ ◯ ◯ 

Internet of Things 
(IoT)  ◯ ◯ ◯ ◯ ◯ ◯ 

Cloud Computing ◯ ◯ ◯ ◯ ◯ ◯ 

Cyber Security ◯ ◯ ◯ ◯ ◯ ◯ 
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Smart 
Manufacturing ◯ ◯ ◯ ◯ ◯ ◯ 

Block Chain  ◯ ◯ ◯ ◯ ◯ ◯ 

 
 

 
TABLE 3 
 
BLOCK - PROCESS 
PILLAR - STAKEHOLDERS ENGAGEMENT 
DIMENSION - INDUSTRY & NON-INDUSTRY 
 
Stakeholders engagement refers to the involvement of the institution with other individuals or institutions in the 
process of embedding and promoting components of IR 4.0 in the TVET system.  
 

 Band Definition Description 

0 No 
engagement 

Zero engagement or 
involvement/no effort on IR 
4.0  

 
Stakeholders show no engagement effort towards the 
institutional tasks on IR 4.0 
 

1 
Passive 
compliance 

Lack of effort and 
persistence engagement on 
IR 4.0  

Stakeholders show minimal effort of engagement, lack 
of inquiry and interest towards the institutional tasks on 
IR 4.0 

2 
Regulatory 
compliance 

 
Sufficient/moderate effort   of 
engagement and 
involvement on IR 4.0 
 

Stakeholders show sufficient engagement effort 
towards the institutional tasks on IR 4.0  

3 
Strategic 
compliance 

Strategic, creative and 
productive effort of 
engagement and 
involvement on IR 4.0 

 
Stakeholders show clear effort with some creativity and 
engaged focus on task directions to completion towards 
the institutional tasks/progress on IR 4.0 
 

4 
Innovative 
engagement 

Concerted, continuous 
and innovative 
engagement and 
involvement on IR 4.0 

 
Stakeholders show persistence towards a sustained 
inquiry that is proactive, self-engaged and directed with 
on-going interest and inquisitiveness, self-motivation for 
engagement and progress on IR 4.0 
 

 
 
Please use the descriptors in Table 3 to answer Questions 3 and 4.  
 

3. My institution works closely with industry stakeholders in terms of:  
 

 No 
engagement 

Passive 
compliance 

Regulatory 
compliance 

Strategic 
compliance 

Innovative 
engagement 

Curriculum alignment ◯ ◯ ◯ ◯ ◯ 

Industrial attachment ◯ ◯ ◯ ◯ ◯ 

Staff training & 
development ◯ ◯ ◯ ◯ ◯ 

Skill-based ◯ ◯ ◯ ◯ ◯ 
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assessment  

Funding ◯ ◯ ◯ ◯ ◯ 

Human resources ◯ ◯ ◯ ◯ ◯ 

Shared facilities ◯ ◯ ◯ ◯ ◯ 

Employment ◯ ◯ ◯ ◯ ◯ 

Apprenticeship on IR 
4.0 related-
technologies   

◯ ◯ ◯ ◯ ◯ 

 
 

4. My institution works closely with non-industry stakeholders (parent/student/community/alumni/NGO/ 
government) in terms of:  
 

 No 
engagement 

Passive 
compliance 

Regulatory 
compliance 

Strategic 
compliance 

Innovative 
engagement 

Curriculum alignment ◯ ◯ ◯ ◯ ◯ 

Service learning ◯ ◯ ◯ ◯ ◯ 

Industrial attachment ◯ ◯ ◯ ◯ ◯ 

Staff training & 
development ◯ ◯ ◯ ◯ ◯ 

Skill-based 
assessment ◯ ◯ ◯ ◯ ◯ 

Funding ◯ ◯ ◯ ◯ ◯ 

Human resources ◯ ◯ ◯ ◯ ◯ 

Shared facilities ◯ ◯ ◯ ◯ ◯ 

Employment ◯ ◯ ◯ ◯ ◯ 

Certification ◯ ◯ ◯ ◯ ◯ 

Research 
collaboration  ◯ ◯ ◯ ◯ ◯ 
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TABLE 4 
 
BLOCK - PROCESS 
PILLAR - TEACHING & LEARNING 
DIMENSION - TEACHING & LEARNING PROCESS 
 
Teaching & learning process refers to combined processes where an instructor assesses learning needs, 
establishes specific learning objectives, develops teaching and learning strategies, implements plan of work and 
evaluates the outcomes of the instruction (Holz-Clause et al., 2015).  

 

 Band Definition Description 

0 Conventional 
Zero demonstration of the 
integration of IR 4.0 in 
teaching & learning process 

- No evidence of IR 4.0 technology use in teaching 
& learning process 

- Instruction is teacher-centered (only lecture, with 
occasional demonstration and discussion, no 
tutorial)  

- Takes place fully in traditional classroom settings  

1 Adoption 

Demonstration of adoptive 
and directed use of IR 4.0 
technology in teaching & 
learning process 

- Instructor directs students on conventional and 
procedural use of IR 4.0 technology tools 

- Instruction is teacher-centered (heavily depending 
on lecture, with occasional use of demonstration, 
discussion and tutorial) 

- Takes place fully in traditional classroom settings  

2 Adaptation 

Demonstration of adaptive 
and independent (self-reliant) 
use of IR 4.0 technology in 
teaching & learning process 

- Instructor facilitates the students’ exploration and 
independent (self-reliant) use of IR 4.0 technology 
tools 

- Instruction is student-centered and self-paced 
learning (minimal use of lecture, frequent use 
demonstration, discussion and tutorial) 

- Takes place either in traditional classroom and/or 
blended learning settings 

3 Infusion 

Demonstration of infused 
and independent (self-
reliant) use of IR 4.0 
technology in teaching & 
learning process 

- Instructor provides the learning context and the 
students choose the IR 4.0 technology tools 

- Instruction is student-centered and self-paced 
learning (occasionally use problem-based and 
project-based learning including minimal use of 
lecture, integration of demonstration, discussion 
and tutorial) 

- Takes place either in traditional classroom and/or 
blended learning settings 

4 Transformatio
nal 

Demonstration of 
transformational and 
independent (self-reliant)    
IR 4.0 technology in teaching 
& learning process 

- Instructor encourages the innovative use of IR 4.0 
technology tools to facilitate higher order learning 
activities that may not be possible without the use 
of technology 

- Instruction is student-centred and self-paced 
learning (effective use of problem-based and or 
project-based learning with minimal use of lecture 
and selective use of demonstration, discussion 
and tutorial) 

- Takes place in a blended learning setting  
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Please use the descriptors in Table 4 to answer Question 5. 
 

5. The teaching & learning process in my institution consists of the following:  
 

 Conventional Adoption Adaptation Infusion Transformation
al 

Planning theoretical 
and practical lessons 
in classrooms/ 
workshops  

◯ ◯ ◯ ◯ ◯ 

Planning theoretical 
and practical lessons 
in industrial 
workplaces (if any) 

◯ ◯ ◯ ◯ ◯ 

Delivering learning 
sessions to support 
competence 
development of 
learners  

◯ ◯ ◯ ◯ ◯ 

Involving in students’ 
competence 
development (in and 
out of lesson) 

◯ ◯ ◯ ◯ ◯ 

Improving learning 
and interaction 
processes by 
choosing and 
developing suitable 
methods 

◯ ◯ ◯ ◯ ◯ 

Preparing learning 
and teaching materials 
and media 

◯ ◯ ◯ ◯ ◯ 

 
 
 

TABLE 5 
 
BLOCK - PROCESS 
PILLAR - TEACHING & LEARNING 
DIMENSION - ASSESSMENT  
 
Assessment refers to the process of gathering evidence, making judgments, and drawing inferences about the 
achievement and performance of the students (Curtis, 2010).  
 

 Band Definition Description 

0 Conventional 
Zero demonstration of IR 
4.0 integration in 
assessment and feedback 

- No evidence of IR 4.0 technology use in 
assessment and feedback 

- Contains a brief assessment by instructor via 
examination/test 

- Assessment conducted annually  

1 Adoption 

Demonstration of adoptive 
and directed use of IR 4.0 
technology in assessment 
and feedback 

- Instructor directs students in the procedural use of 
IR 4.0 technology tools in assessment and 
feedback 

- Contains a brief assessment by instructor mostly 
via examination/test and occasionally via practical 
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- Assessment conducted annually 

2 Adaptation 

Demonstration of adaptive 
and independent use of IR 
4.0 technology in 
assessment and feedback 

- Instructor facilitates the students’ exploration and 
independent use of IR 4.0 technology tools in 
assessment and feedback 

- Contains a comprehensive assessment by 
instructor with a mix of examination/test and 
practical 

- Assessment conducted twice a year  

3 Infusion 

Demonstration of infused 
and independent use of IR 
4.0 technology in 
assessment and feedback 

- Instructor provides the context of assessment, 
and the students choose the IR 4.0 technology 
tools 

- Contains a comprehensive assessment by 
instructor with a mix of examination/test and 
practical 

- Assessment conducted three times a year  

4 Transformatio
nal 

Demonstration of 
transformational and 
independent IR 4.0 
technology in assessment 
and feedback 

- Instructor encourages the innovative use of IR 4.0 
technology tools to facilitate assessment and 
feedback that may not be possible without the use 
of technology 

- Contains a comprehensive and innovative 
assessment by instructor with a mix of 
examination/test and practical 

- Assessment conducted continuously  
 
Please use the descriptors in Table 5 to answer Questions 6 and 7.  
 

6. My institution employs the following types of assessment in teaching and learning:  
 

 Conventional Adoption Adaptation Infusion Transformation
al 

Authentic assessment 
(E.g.: observation, 
interview, portfolio, 
test, performance test) 

◯ ◯ ◯ ◯ ◯ 

Constructivist 
assessment (E.g.: 
inquiry-based 
teaching, problem-
solving teaching, 
cooperative learning, 
reciprocal teaching/ 
learning) 

◯ ◯ ◯ ◯ ◯ 

Performance-based 
assessment (E.g.: 
presentations, group 
or solo project, 
debates, 
performances) 

◯ ◯ ◯ ◯ ◯ 

 
7. My institution integrates the following digital tools in conducting assessment and providing feedback. 

 

 Conventional Adoption Adaptation Infusion Transformation
al 

Social media ◯ ◯ ◯ ◯ ◯ 
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Simulations  
(E.g.: Modelling of 
work environments in 
digital worlds) 

◯ ◯ ◯ ◯ ◯ 

Learning Management 
System (LMS) ◯ ◯ ◯ ◯ ◯ 

Gaming 
(E.g.: Using game 
incentive scheme to 
increase motivation) 

◯ ◯ ◯ ◯ ◯ 

Mobile Apps (E.g.: 
Google Classroom) ◯ ◯ ◯ ◯ ◯ 

 
 
 

SECTION TECHNOLOGY 
 
Please use and read the table containing the bands, definitions, and descriptions carefully before answering the 
questions. Please select an appropriate response by checking the box provided.  
 

 
TABLE 6 
 
BLOCK - TECHNOLOGY 
PILLAR - INFRASTRUCTURE 
DIMENSION - DIGITAL INFRASTRUCTURE READINESS  
 
Digital infrastructure readiness refers to the preparedness of the institution to transition into digitised 
workflows that are enabled by software and technology. Digital infrastructure includes communication network 
infrastructure (E.g.: 5G, optical network, IoT) and computing power infrastructure (E.g.: intelligence, storage, 
computing, and data centers). It focuses on data and supports end-to-end data-related activities, including data 
collection, perception, real-time transmission and distribution, storage, computing, processing, mining, analysis, 
and decision-making (Huawei, 2015).  
 

 Band Definition Description 

0 Conventional 
Non-existence of digital 
infrastructure 

Institutions do not have any digital infrastructure in 
place 

1 Early Adopter 

Existence of digital 
infrastructure but not 
utilised due to lack of 
knowledge and 
understanding 

Institutions have technology infrastructure but don’t 
know how to utilise  

2 Learner 
Existence of digital 
infrastructure but not fully 
utilised  

Institutions have the ability to use several types of 
technology  

3 Experienced 
Existence of digital 
infrastructure and used 
regularly and effectively  

Institutions have the ability to choose and 
contextualise technological tools based on the 
institutional needs, thus able to flexibly utilise these 
tools 

4 Leader 
Existence of digital 
infrastructure and used 
extensively (IR4.0 ready) 

Referral Centre of digital infrastructure and institutions 
effectively utilise the digital infrastructure according to 
its purpose 
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Please used the descriptors in Table 6 to answer Question 8.  
 

8. Please select and rate which of the following digital infrastructures are available at your institutions.  
 

 Conventional Early adopter Learner Experienced Leader 

Hardware (E.g.: Internet 
backbone, data centers, 
network, network security) 

◯ ◯ ◯ ◯ ◯ 

Operating system (E.g.: 
Apple Mac OS, Microsoft 
Windows, Google's 
Android OS, Linux 
Operating System) 

◯ ◯ ◯ ◯ ◯ 

Fast, safe & stable internet 
(E.g.: 4G, 5G, optical 
network) 

◯ ◯ ◯ ◯ ◯ 

Learning Management 
System (LMS)  ◯ ◯ ◯ ◯ ◯ 

Communication Tools ◯ ◯ ◯ ◯ ◯ 

 
 
TABLE 7 
 
BLOCK - TECHNOLOGY 
PILLAR - INFRASTRUCTURE 
DIMENSION - DIGITAL STORAGE 
 
Digital storage allows the users to store mass amounts of data in a small space, and allows the users to easily 
share information with others.  
 

 Band Definition Description 

0 Conventional Non-existence of digital 
storage Institutions do not have any digital storage in place 

1 Early Adopter Existence of digital storage 
Institutions have basic digital storage such as hard 
drives and USB flash drives 

2 Learner Existence of digital storage 
but not effectively used 

Institutions have the ability to use several types of 
digital storage, mostly utilise hard drives, USB flash 
drives and occasionally utilise cloud storage  

3 Experienced Existence of digital storage 
and used regularly 

Institutions have the ability to choose, contextualise 
and integrate various technological usage such as 
hard drives, USB flash drives and cloud storage 

4 Leader 
Existence of digital storage 
and full automation (IR 4.0 
ready) 

Referral Centre of digital storage and institutions 
effectively utilises the technologies such as hard 
drives, USB flash drives, cloud storage and 
decentralised storage  

 
Please use the descriptors in Table 7 to answer Question 9. 
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9. Please rate the efficiency of the Digital Storage available at your institution.  
 

 Conventional Early adopter Learner Experienced Leader 

Digital storage  ◯ ◯ ◯ ◯ ◯ 

 
 

 
TABLE 8 
 
BLOCK - TECHNOLOGY 
PILLAR - INTELLIGENCE 
DIMENSION - AUTOMATION  
 
Automation refers to intelligent automated technology that effectively connects users, systems, and data, 
that minimises the need for human interaction.  
 

 Band Definition Description 

0 None Non-existence of 
automation technology 

Institutions do not have any automation technology in 
place 

1 Visible  
Existence of automation 
technology but not 
implemented  

Institutions have automation technology but don’t know 
how to utilise due to lack of knowledge and 
understanding  

2 
Operation 
Technolog
y 

Existence of automation 
technology but not 
effectively used 

Institutions have the ability to use several types of 
automation technology 

3 
Semi- 
automation 

Existence of automation 
technology and used 
regularly 

Institutions have the ability to choose and 
contextualise technological tools based on the 
institutional needs, thus able to flexibly utilise 
automation technology 

4 
Full  
automation 

Existence of automation 
technology and full 
automation (IR 4.0 ready) 

Referral Centre of automation technology and 
institutions effectively utilises the technology according 
to its purpose 

 
Please use the descriptors in Table 8 to answer Question 10.  
 

10. Please select the automation features at your institution.  
 

 None Visible Operation 
technology 

Semi-
automation Full automation 

Intelligent automation 
technology (in 
administrative and/or 
classroom) 

◯ ◯ ◯ ◯ ◯ 

Connect users online ◯ ◯ ◯ ◯ ◯ 

Systems and data 
(E.g.: Automated 
administrative 
workflows)  

◯ ◯ ◯ ◯ ◯ 

Reduce human 
interventions  ◯ ◯ ◯ ◯ ◯ 
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TABLE 9 
 
BLOCK - TECHNOLOGY 
PILLAR - INTELLIGENCE 
DIMENSION - MACHINE LEARNING   
 
Machine learning is a branch of artificial intelligence and computer science which focuses on the use of data 
and algorithms to imitate the way that humans learn, gradually improving its accuracy (IBM, 2020). Some of 
the implementations of machine learning in education settings: predict students’ performance, learning 
analytics, improve retention rate (Kucak, Juricic & Dambic, 2018).  
 

 Band Definition Description 

0 None 
Non-existence of 
machine learning 
technology 

Institutions do not have any machine learning 
technology in place 

1 Visible  Existence but not fully 
implemented  

Institutions have machine learning technology but don’t 
know how to utilise due to lack of knowledge and 
understanding  

2 
Operation 
Technolog
y 

Existence but not 
effectively used 

Institutions have the ability to use several types of 
machine learning technology 

3 
Semi- 
automation 

Existence and used 
regularly 

Institutions have the ability to choose and 
contextualise technological tools based on the 
institutional needs, thus able to flexibly utilise machine 
learning technology 

4 
Full  
automation 

Existence and IR4.0 
ready 

Referral Centre of machine learning technology and 
institutions effectively utilise the technology according 
to its purpose 

 
Please use the descriptors in Table 9 to answer Question 11.  
 

11. Please select the Machine Learning components that are available in your institution. 
 

 None Visible Operation 
technology 

Semi-
automation Full automation 

Data (large amount of 
data to train and learn 
patterns)  

◯ ◯ ◯ ◯ ◯ 

Algorithms (used to 
process the data and 
make predictions or 
decisions)  

◯ ◯ ◯ ◯ ◯ 

Building model (used 
to make predictions or 
decisions based on 
new data)  

◯ ◯ ◯ ◯ ◯ 

Data visualisation (can 
be simple, such as a 
single value, or 
complex, such as an 
image or text)  

◯ ◯ ◯ ◯ ◯ 
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Evaluation (to 
determine how 
accurate they are at 
making predictions or 
decisions)  

◯ ◯ ◯ ◯ ◯ 

Optimisation (involves 
adjusting the 
algorithm, adding or 
removing features, or 
changing the data 
used to train the 
model)  

◯ ◯ ◯ ◯ ◯ 

 
 

 
TABLE 10 
 
BLOCK - TECHNOLOGY 
PILLAR - INTELLIGENCE 
DIMENSION - INNOVATIVE ANALYSIS  
 
Innovative analysis refers to the technological advancement tools utilised by the institutions to carry out their 
day to day activities.  
 

 Band Definition Description 

0 None Non-existence of 
Innovative analysis The institutions do not carry out innovative analysis 

1 Visible  
Existence but not 
implemented due to lack 
of knowledge and 
understanding 

The institutions carry out innovative analysis but do 
not support the institutional strategies  

2 
Operation 
Technology 

Existence but not 
effectively used 

The institutions carry out innovative analysis as one 
of the problem-solving strategies in several fields 

3 
Semi- 
integration 

Existence and used 
regularly 

The institutions carry out innovative analysis as one 
of the problem-solving strategies as needed 

4 
Full 
integration 

Existence and IR 4.0 
ready 

The institutions carry out innovative analysis in all 
fields 

 
Please use the descriptors in Table 10 to answer Question 12.  
 

12. Innovative analysis/technological advancements  
 

 None Visible Operation 
technology 

Semi-
integration  Full integration 

Analysis of students’ 
learning abilities & 
performance 

◯ ◯ ◯ ◯ ◯ 

Digital readers and 
tablets ◯ ◯ ◯ ◯ ◯ 
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Augmented Reality/ 
Virtual Reality ◯ ◯ ◯ ◯ ◯ 

Gamification ◯ ◯ ◯ ◯ ◯ 

Cloud technology ◯ ◯ ◯ ◯ ◯ 

Mobile technology  ◯ ◯ ◯ ◯ ◯ 

 
 

 
TABLE 11 
 
BLOCK - TECHNOLOGY 
PILLAR - CONNECTIVITY 
DIMENSION - RISK & CYBER SECURITY MANAGEMENT   
 
Risk & cyber security management is the practice of prioritising cybersecurity defensive measures based on 
the potential adverse impact of the threats they're designed to address (Chickowski, 2020).  

 
 Band Definition Description 

0 None Systems are not 
connected 

Systems at the institutions are not able to interact or 
exchange information. Incompatibility between 
protocols, components, products, and system.  

1 Connected 
Systems are connected 
but not secure via multiple 
communication 
technologies and protocols 

Institutions have formal network links that will enable 
equipment, machinery and computer-based systems to 
interact or exchange information. Institutions do not 
anticipate enterprise system vulnerabilities and 
machine level operational vulnerabilities that could be 
a security threat. 

2 
Inter-
operable  

Systems are inter-operable 
and exchangeable across 
multiple communication 
technologies and protocols 

Equipment and computer-based systems at the 
institutions are able to interact and exchange 
information without significant restrictions. 

3 
Inter-
operable & 
secure 

Inter-operable systems are 
secure 

There is a vigilant and resilient security framework at 
the institutions to protect the network of inter-operable 
equipment and computer-based systems from 
undesired access and/or disruption.  

4 
Real-time 
and 
scalable  

Inter-operable systems are 
secure and capable of real 
time communication and 
scalable 

Institutions have a scalable, secure, and inter-operable 
platform which is IR 4.0 ready 

 
 
Please use the descriptors in Table 11 to answer Question 13.  
 

13. Please select the level of risk & cyber security management available at your institution.  
 

 None Connected Inter-operable  Inter-operable 
& secure  

Real-time & 
scalable  

Risk & cyber security 
management ◯ ◯ ◯ ◯ ◯ 
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TABLE 12 
 
BLOCK - TECHNOLOGY 
PILLAR - CONNECTIVITY 
DIMENSION - DIGITAL INTER-CONNECTIVITY 
 
Digital inter-connectivity is the interaction between computers, servers/hub and the web that is fast and 
safe.  

 Band Definition Description 

0 None Non-existence of any 
digital inter-connectivity 

Institutions have zero digital ecosystem density (less than 
50% using 4G) 

1 Connected 
Existence but not 
implemented due to lack 
of knowledge and 
understanding 

Institutions have a huge gap in technical skills and 
knowledge on how to provide effective digital inter-
connectivity (at least 50% using 4G) 

2 
Inter-
operable  

Existence but limited 
digital inter-connectivity 

Institutions only have limited digital inter-connectivity as 
they need to redesign the current organisation and 
operational structures to be IR 4.0 ready (at least 75% 
using 4G) 

3 
Inter-
operable & 
secure 

Existence and used 
regularly 

Institutions are digitally inter-connected but are not 100% 
IR 4.0 ready (100% using 4G)  

4 
Real-time 
and 
scalable  

Existence and IR 4.0 
ready 

Institutions are 100% IR 4.0 ready with digital connectivity 
(wired or wireless) and possess full augmentation of 
machines with at least 5G* capabilities which provide 
faster response times, allowing for near real time 
communication between systems  

 
Please use the descriptors in Table 12 to answer Question 14.  
 

14. Please select the level of digital inter-connectivity available at your institution.  

 None Connected Inter-operable  Inter-operable 
& secure  

Real-time & 
scalable  

Digital Inter-
connectivity ◯ ◯ ◯ ◯ ◯ 

 
 

SECTION ORGANISATION 
 

 
TABLE 13 
 
BLOCK - ORGANISATION  
PILLAR - STRUCTURE & MANAGEMENT 
DIMENSION - EMBEDDED IR 4.0 FRAMEWORK IN THE ORGANISATION’S PURPOSE, VISION & 
MISSION 

 

 Band Definition & Description 

0 Not stated at all IR 4.0 is not mentioned in the purpose, vision and mission statements  



 

 18  

1 Not clear IR 4.0 is not stated clearly in the purpose, vision and mission statements  

2 Slight influence IR 4.0 is stated in the purpose, vision and mission statements and provided 
slight inspiration at some degree  

3 
Moderate 
influence 

IR 4.0 is stated in the purpose, vision and mission statements and provided 
moderate inspiration 

4 Strong influence IR 4.0 is clearly articulated in the purpose, vision and mission statements and 
provided strong inspiration  

 
Please use the descriptors in Table 13 to answer Question 15.  
 

15. Is the IR 4.0 framework embedded in your organisation’s purpose, vision and mission?  
 

 Not stated at all Not clear Slight influence Moderate 
influence Strong influence  

Purpose ◯ ◯ ◯ ◯ ◯ 

Vision ◯ ◯ ◯ ◯ ◯ 

Mission ◯ ◯ ◯ ◯ ◯ 

 
 
 

TABLE 14 
 
BLOCK - ORGANISATION  
PILLAR - STRUCTURE & MANAGEMENT 
DIMENSION - POLICIES THAT GUIDE INSTITUTION TO ADAPT IR 4.0-RELATED TECHNOLOGIES 
 

 Band Definition & Description 

0 No policies  There are no institutional policies on the adaptation of IR 4.0-related 
technologies  

1 Not clear Institutional policies related to IR 4.0 exist but do not offer guidelines for the 
adaptation of IR 4.0 technologies 

2 Slightly clear  Institutional policies related to adaptation of IR 4.0 technologies are stated 
briefly and provided guidelines to some degree 

3 Moderately clear Institutional policies to implement the adaptation of IR 4.0 technologies are 
stated and provided modest guidelines  

4 Extremely clear  Institutional policies to implement and evaluate the adaptation of IR 4.0 
technologies are comprehensive and provided clear guidelines  

 
Please used the descriptors in Table 14 to answer Question 16.  
 

16. Does your organisation have institutional policies for the adaptation of IR 4.0-related technologies? 
 

No policies  Not clear Slightly clear Moderately clear Extremely clear  

◯ ◯ ◯ ◯ ◯ 
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TABLE 15 
 
BLOCK - ORGANISATION  
PILLAR - STRUCTURE & MANAGEMENT 
DIMENSION - PLANS TO IMPLEMENT IR 4.0 RELATED TECHNOLOGIES  
 

 Band Definition & Description 

0 No plan Institutions have no plan to implement IR 4.0-related technologies 

1 Not clear Plans to implement IR 4.0-related technologies exist but not stated clearly  

2 Somewhat clear  Strategic plans to implement IR 4.0-related technologies exist and stated 

3 Moderately clear Strategic plans to implement and manage IR 4.0-related technologies exist and 
offer modest direction 

4 Extremely clear  Strategic plans to implement, manage and evaluate IR 4.0-related technologies 
exist and offer clear direction  

 
Please use the descriptors in Table 15 to answer Question 17.  
 

17. Are there plans for the implementation of IR4.0-related technologies in your organisation? 
 

No plan Not clear Somewhat clear Moderately clear Extremely clear  

◯ ◯ ◯ ◯ ◯ 

 
 
 

 
TABLE 16 
 
BLOCK - ORGANISATION  
PILLAR - TALENT READINESS  
DIMENSION - CURRENT WORKFORCE IS CAPABLE OF ADOPTING IR 4.0-RELATED TECHNOLOGIES  
 

 Band Definition & Description 

0 Not capable The current workforce is unable to demonstrate adequate skills, abilities and 
personal qualities to carry out tasks related to IR 4.0 technologies 

1 Slightly capable  The current workforce possesses limited skills, abilities and personal qualities 
relevant to carry out tasks related to IR 4.0 technologies  

2 
Somewhat 
capable   

The current workforce possesses some skills, abilities and personal qualities 
relevant to carry out tasks related to IR 4.0 technologies 

3 
Moderately 
capable  

The current workforce possesses modest skills, abilities and personal qualities 
and is moderately able to carry out tasks related to IR 4.0 technologies  

4 
Extremely 
capable  

The current workforce possesses extensive skills, abilities and personal qualities 
and is highly capable to carry out tasks related to IR 4.0 technologies  
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Please use the descriptors in Table 16 to answer Question 18 and 19.  
 

18. Is the current workforce of your organisation capable of adopting IR 4.0-related technologies? 
 

Not capable  Slightly capable  Somewhat capable  Moderately capable  Extremely capable  

◯ ◯ ◯ ◯ ◯ 

 
 

19. Is the current workforce capable of addressing challenges related to IR 4.0-related technologies?  
 

Not capable  Slightly capable  Somewhat capable  Moderately capable  Extremely capable  

◯ ◯ ◯ ◯ ◯ 

 
 
 

TABLE 17 
 
BLOCK - ORGANISATION  
PILLAR - TALENT READINESS  
DIMENSION - TRAINING PLANS IN PLACE TO DEVELOP THE WORKFORCE’S SKILLS, ABILITIES AND 
PERSONAL QUALITIES  
 

 Band Definition & Description  

0 No plan No training plan for upskilling/reskilling/cross-skilling the workforce 

1 Inadequate Training plans are limited and offer insufficient guidelines for upskilling/ 
reskilling/cross-skilling the workforce 

2 
Needs 
improvement  

Training plans offer guidelines but lack of clarity, relevancy and practicability to 
upskill/reskill/cross-skill the workforce 

3 Effective Training plans offer guidelines with modest clarity, relevancy and practicability to 
upskill/reskill/cross-skill the workforce 

4 Very effective Training plans offer guidelines with extensive clarity, relevancy and practicability 
to upskill/reskill/cross-skill the workforce  

 
Please use the descriptors in Table 17 to answer Question 20.  
 

20. Is your organisation’s training plans effective to develop your workforce’s skills, abilities and personal 
qualities? 

 

No plan Inadequate  Needs improvement Effective  Very effective 

◯ ◯ ◯ ◯ ◯ 
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TABLE 18 
 
BLOCK - ORGANISATION  
PILLAR - TALENT READINESS  
DIMENSION - CAPABLE TASKFORCE TO DRIVE IR 4.0 INTEGRATION  
 

 Band Definition & Description 

0 No taskforce 
assigned  No taskforce to drive IR 4.0 integration  

1 
No capable 
taskforce 

 
The taskforce is able to develop a timetable or short-term plan with limited 
execution 
 

2 
Sufficiently 
capable 
taskforce 

 
The taskforce is able to develop various ranges of plans with modest execution 
capability 
 

3 
Capable 
taskforce 

 
The taskforce is able to develop various ranges of plans and capable of driving 
IR 4.0 integration in the organisation with minimal stakeholders’ engagement 
 

4 
Extremely 
capable 
taskforce  

 
The taskforce is able to develop various ranges of plans and capable of driving 
IR 4.0 integration in the organisation with full stakeholders’ engagement  
 

 
Please use the descriptors in Table 18 to answer Question 21.  
 
 
 

21. How capable is your organisation’s taskforce/steering committee, if any, in driving IR 4.0 integration?  
 

No taskforce 
assigned 

No capable 
taskforce 

Sufficiently capable 
taskforce  Capable taskforce  Extremely capable 

taskforce  

◯ ◯ ◯ ◯ ◯ 

 
 
 
Further comments on the readiness of your institution for IR 4.0:  

 
 

 
 

 


